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National Level Exercises

Preparing as a Nation

The Department of Homeland Security’s (DHS) National Exercise Program (NEP) requires
the federal government to conduct an annual Tier | National Level Exercise (NLE).
Formerly known as the Top Officials exercise series or TOPOFF, NLEs are White House
directed, Congressionally mandated exercises that include the participation of all
appropriate federal department and agency senior officials, their deputies, staff members,
and key operational elements. In addition, these exercises include broad regional
participation from state, tribal, local, and private sector entities. The exercises address
policy and strategic issues that mobilize prevention and response systems and that require
participants to make difficult decisions, to carry out essential functions, and to challenge
their ability to maintain a common operating picture during an incident of national
significance. LLIS.gov has a wide array of resources regarding these exercises, including
featured topic pages devoted to TOPOFF 3 and TOPOFF 4. The following documents,
among others, are useful sources of information regarding NLEs:

= Homeland Security Exercise and Evaluation Program (HSEEP) Fact Sheet: The
National Exercise Program
This HSEEP fact sheet describes the mission, goals, and tiers of the DHS/Federal
Emergency Management Agency's NEP. The fact sheet also describes the NEP's use
of a five-year exercise schedule and its relationship with HSEEP.

» The TOPOFF 3 Full-Scale Exercise Lessons Learned Report
These Lessons Learned allow LLIS.gov members to access the original concepts,
terminology, and language from the TOPOFF 3 Full-Scale Exercise After-Action
Report. These Lessons Learned describe key exercise issues and recommended
courses of action that are intended to strengthen the ability of federal, state, and local
organizations to respond to emergencies. This Report compiles all the LLIS.gov
TOPOFF 3 Lessons Learned into a single report.



https://www.llis.dhs.gov/docdetails/details.do?contentID=26626
https://www.llis.dhs.gov/docdetails/details.do?contentID=33734

= The TOPOFF 4 Full-Scale Exercise After-Action Quick Look Report
The purpose of this report is to summarize preliminary exercise observations. It
identifies strengths to be maintained and built upon as well as areas for further
improvement. The contents of this report are based upon initial exercise feedback, and
it is not intended to serve as the official draft or final After Action
Report/Improvement Plan.
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Featured Partnership

InfraGard Long Island Members Alliance

InfraGard Long Island Members Alliance is a consortium of security-minded individuals
who have joined in partnership with the Federal Bureau of Investigation to educate and
share information, especially about the security of Long Island, New York. LLIS.gov and
InfraGard Long Island Members Alliance have partnered to create the InfraGard SAR
(Suspicious Activity Reporting) Channel. This Channel is available to all LLIS.gov
members through the Information and Intelligence Sharing page, accessible through the
LLIS.gov homepage. Members of this public Channel can participate in SAR discussions,
file SARs, and view important documents related to SARs and InfraGard.

For more information on InfraGard’s Long Island Members Alliance, please visit the
InfraGard Members Alliance of Long Island Web site or the InfraGard SAR Channel on
LLIS.gov, which features documents, related links, and access to nearly 300 Channel
members. For more information on other LLIS.gov partners, please see the PARTNERS
section of the LLIS.gov homepage.
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New LLIS.gov Original Content

The LLIS.gov Team continues to post new Lessons Learned, Best Practices, Practice Notes,
and Good Stories to the system on a regular basis. Weekly updates about new original
content can be found in the NEW LLIS.GOV CONTENT box on the homepage of LLIS.gov.
LLIS.gov recently posted the following original content documents:

Lessons Learned

= Disaster and Emergency Declarations: Establishing Procedures for Informing
Affected Localities (lowa Summer Storms, 2008)
State emergency operations centers should establish standard operating procedures to
ensure that localities are notified when their jurisdictions are included in a disaster or
emergency declaration.

= Emergency Management: Assigning an Agricultural Specialist to State
Emergency Operations Centers (Columbia Generating Station Plume and Ingestion
Pathway Exercise, 2008)
State emergency managers should ensure that a state agricultural specialist is available
for deployment to the state emergency operations center (SEOC). The specialist



https://www.llis.dhs.gov/docdetails/details.do?contentID=30683
http://www.infragard-li.net/
https://www.llis.dhs.gov/channel/channel.do?id=895040
https://www.llis.dhs.gov/
https://www.llis.dhs.gov/docdetails/details.do?contentID=36428
https://www.llis.dhs.gov/docdetails/details.do?contentID=36876

should maintain close coordination between the state agriculture department and the
SEOC to ensure that relevant agricultural information is incorporated into plans and
situational updates.

= Emergency Operations Centers: Cataloguing Staff Skills (lowa Summer Storms,
2008)
Emergency operations centers should compile information on staff members’ skills
sets and should incorporate skills considerations into the staffing process during
activations.

= Emergency Operations Centers: Developing Standard Operating Procedures for
Using WebEOC (lowa Summer Storms, 2008)
Emergency operations centers (EOC) should consider developing standard operating
procedures (SOP) for the use of WebEOC or other information management systems.
These SOPs should be integrated with the EOC’s other information sharing SOPs and
protocols.

= Emergency Operations Centers: Ensuring Staff Proficiency on Information
Management Systems (lowa Summer Storms, 2008)
State emergency operations centers should ensure that staff members have and
maintain proficiency in the center’s information management system, such as
WebEOC.

= Emergency Operations Centers: Surveying Stakeholders to Guide WebEOC
Configuration (lowa Summer Storms, 2008)
Emergency operations centers (EOC) should consider surveying stakeholders to guide
the configuration of WebEOC or other information management systems.

= School Emergency Management Planning: Establishing Standardized Lockdown
Procedures within School Districts (Hood River Sheriff’s Department Active
Shooter Drill, 2008)
School districts should coordinate with local law enforcement agencies to establish
consistent lockdown procedures to be employed by all of their schools.

= Strategic National Stockpile Operations: Conducting an Inventory Count at
Receipt, Storage, and Staging Facilities (Receipt, Storage, and Staging Multi-Site
Distribution Full-Scale Exercise, 2008)
Receipt, storage, and staging facility personnel should consider conducting an
inventory count of each Strategic National Stockpile asset as soon as the carton is
opened. Any discrepancies in the contents should be recorded and communicated to
the inventory control leader.

= Strategic National Stockpile Operations: Training Receipt, Storage, and Staging
Facility Managers in Cold Chain Handling Requirements for VVaccines (Receipt,
Storage, and Staging Multi-Site Distribution Full-Scale Exercise, 2008)
Receipt, storage, and staging facility personnel should receive guidance and training
on cold chain handling requirements for vaccines. This will enable personnel to
address temperature control and tracking issues throughout the Strategic National
Stockpile distribution process.

Practice Notes

s Emergency Communications: Warren Air Force Base, Wyoming, Military



https://www.llis.dhs.gov/docdetails/details.do?contentID=36624
https://www.llis.dhs.gov/docdetails/details.do?contentID=36769
https://www.llis.dhs.gov/docdetails/details.do?contentID=36877
https://www.llis.dhs.gov/docdetails/details.do?contentID=36768
https://www.llis.dhs.gov/docdetails/details.do?contentID=36623
https://www.llis.dhs.gov/docdetails/details.do?contentID=36426
https://www.llis.dhs.gov/docdetails/details.do?contentID=36429
https://www.llis.dhs.gov/docdetails/details.do?contentID=36879

Dispatch Support for Local 9-1-1
Military dispatchers at the 90th Medical Group at F. E. Warren Air Force Base,
Wyoming, support emergency communications for fire and emergency medical
services resources if the local 9-1-1 systems fail.

= Emergency Operations Centers: lowa State Emergency Operations Center’s
Executive Office Support Staff
The lowa State Emergency Operations Center has established an executive office
support staff to assist the governor, lieutenant governor, and the Homeland Security
and Emergency Management Division administrator during activations.

Good Story

= The Indiana Department of Correction and the Indiana Intelligence Fusion
Center Partnership
The Indiana Department of Correction and the Indiana Intelligence Fusion Center
partnered to facilitate information exchange and collaboration. The partnership has
established the Law Enforcement Notification System, the Fugitive Apprehension
Unit, and the Gang Intelligence Initiative.
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LLIS.gov Outreach
The LLIS.gov Team travels around the country speaking and exhibiting at conferences and

events. Representatives of LLIS.gov are scheduled to exhibit during the upcoming event
below.

= 21 — 26 Jul 2009: Firehouse Expo 2009 (Baltimore, MD)

If you would like to request an LLIS.gov presentation at your next event, please email the
Outreach and Partnerships Team at outreach@llis.dhs.gov. For more information, please
visit the LLIS.gov Outreach page.
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